
www.protectivesecurity.govt.nz/personnel

PERSONNEL SECURITY

Recruit the right person
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Set the right 
expectations

Pre-employment screening is the foundation of 
good personnel security and reduces the risk of a 
trusted person harming your business. This applies 
to employees, contractors and short term staff.

It is important that all new people 
understand your security policies 
and practices as soon as possible 
after joining you.

Limit the risk your organisation is exposed to when people leave.

Remove access rights

Collect security passes

Ensure property is returned

Exit debrief/interview

Confidentiality deed

Transfer or revoke 
security clearance

Notify NZSIS

People and their circumstances can change over time. Organisations need to 
monitor behavioural or other changes and events that can affect people, in order 
to reduce the risk of harm to your people and your business.

Ensure their ongoing suitability

Manage their departure

Confirm identity

Confirm nationality

Right to work in NZ

Reference checks

Criminal record check

Psychometric testing

Qualification check

Credit check

Police check

Drug and alcohol check

National security 
clearance granted

Organisation induction

Security awareness / education

Establish management plans where 
individual risk has been identified

Establish management plans for 
qualified vetting recommendations

Specific security briefings

Report and investigate security incidents

Ongoing security awareness and education

Regular NZ Police checks

Regular credit checks

Drug and alcohol checks

Report significant change of 
personal circumstances

Report suspicious contacts

Insider threat indicators

Engagement surveys

International travel briefings

Report change of personal circumstances

Report suspicious contacts

Manage emergency access to 
classified material

Changes to security clearance level

Review security clearances

Annual security education

Security briefings

Base requirements

Mandatory for all people (employees, 
contractors, temporary staff) working for the 

New Zealand Government

Increased risk

Optional checks/processes that can be applied where a 
higher level of risk is identified at the organisation, group, 

role or individual level.

National security clearance

Mandatory for all national security clearance 
holders in addition to the base requirements

Are you managing personnel security 
from the time you engage someone 

until the moment they leave?
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